Static Analysistools, a practical approach for safety-critical software verification

Rui L opes, Diogo Vicente, Nuno Silva
Critical Software SA
Parque Industrial de Taveiro, Lote 48,
3045-054 Coimbra, Portugal
[rmlopes, dpvicente, nsilva] @criticalsoftware.com

Abstract

Static code analysis tools available today rangen fLint-
based syntax parsers to standards’ compliance ensetrk
tools using more formal methods for verificatiors gafety
critical software complexity is increasing, thesag provide
a mean to ensure code quality, safety and depdtdabi
attributes. They also provide a mean to introducehér

should static analysis tools be used. Finally,amurding to

the results obtained by using the tools in a safdtigal

application, we will present some results and aichs
about their usage and usefulness.

2 STATEOF THE ART

First, static analysis tools have been used ifotine of early

automation in code analysis activites. The feature versions of lint or pattern matching static analytsols to

presented by static code analysis tools are parlicu
interesting for V&V activities. In the scope of kukndent
Code Verification (IVE), two different static ansiy tools
have been used during Code Verification activitéshe
LISA Pathfinder onboard software in order to assess
contribution to the efficiency of the process anality of

enforce coding styles, or to discover simple pnogning
errors.

The first tools were difficult to use, tedious, dmdited in
their ability to find real bugs (they could onlydi a list of
functions known to be dangerous).

the results. Polyspace (The MathWorks) and FlexeLin Static analysis tools have then evolved to discomere

(Gimpel) tools have been used as examples of highet
and low-budget tools respectively. Several aspests been
addressed: effort has been categorised for closysis
(e.g. setup and configuration time, execution tiemglysis
of the results, etc), reported issues have beagarited
according to their type and the coverage of tiauli [VE
tasks by the static code analysis tools has bealnaged.
Final observations have been performed by analytsiag

programmatic and complex errors. Currently, suolstcan
parse almost all the languages for many commomgodi
problems within different categories, including qex
error patterns.

More complex techniques have been added to thie stat
analysis tools such as code metrics analysis (bhesde,
lines of code / lines of comments, cyclomatic caxity
and others). These techniques help understandiag th

previously referred subjects, namely regarding cost complexity of the code and can lead to code charkges

effectiveness, quality of results, complementaribetween
the results of different static code analysis taoid relation

example, the cyclomatic complexity or the numbepaths,
are a precise measure of the code complexity,endbre

between automated code analysis and manual codecomplex the code is, more likely it will contain sked

inspection.

1 INTRODUCTION

Static code analysers are used to uncover hardndo f
implementation errors before run-time, since theyy rhe
even more difficult or impossible to find and assesring
execution. These tools can discover many logieféhsand
security errors in an application without the needxecute
the application. Static analysis tools do not nequhe
application to be compiled nor executed; problerasaund
by analysing the source code directly and staticall

In this paper we will discuss the usage of statitecanalysis
tools for the assessment of safety critical ondcaftware
applications. We will present some results anatestearnt
from the usage of some of these tools, reasorsetthem in
order to find and correct code issues, their sthsngnd
limitations and complementarities, and in what agituns

bugs.

When context analysis was added to the static gindtyols
it became possible to find bugs that required écten
between multiple function calls.

Another technique, semantic analysis, enablesisoeiry

of the basic structure and relation of the funetiaithin the
application. This additional contextual informatiogips the
analyser understand and report bugs that requirel&dge

of specific code paths through the application. Satatic
analysers use abstract syntax trees to providebdse
possible bug finding capabilities. This way, aistahalysis
tool can run detailed simulations of suspicious ecod
fragments to better predict how the code will react

Some static analysis tools allow marking the codi w
comments or another form of metadata to describs amd
inter-function dependencies. This information a#iothe
analyser to understand under what conditions arbag
occur as well as expectations each function has for



parameters passed in and values returned. The fuse oin the ESA ISVV Guide for IVE (Independent Verifiican)

metadata reduces the number of false positivebelpd the
analyser follow code paths in a more controlledmean

Some static analysis tools can model the source it
complex mathematical representation in order tectifely
prove the reliability of the application.

Some of the recent static analysis tools allowcthation of
new rules or modification of the existing rulesisThelps in
customising the analysis for specific target apfibns,
since the analyser will look for issues specific the
operating environment, application needs and cotityple
and applicable coding standards.

3 PURPOSE AND RATIONALE

Static analysis is the best way to find coding éssu
However, uncovering a particular defect dependstaether
it is generic or context specific, and whethesivisible in
the code or only in the architecture [1]. This stioularly
true for Independent Software Verification and tfaion
(ISVV) tasks.

CODE LEVEL ARCHITECTURE
LEVEL
Generic Naturally found by static | Most likely to be found
ST analysis tools. through architectural
flndlngs Built-in rules make it analysis only.
easy for tools to find * Example: the
these issues without application executes
programmer guidance. On-Board Control
Example: buffer Procedures (code
Overflow. downloaded by a
telemetry).
Specific Possible to find with Requires both
findings static analysis tools understanding of

(customisation required).
* Example: mishandling

general security
principles along with

of housekeeping | domain-specific
information. expertise.
* Example:
cryptographic

keys kept in use for an
unsafe duration.

Static analysis tools are today used successfidlyaa
complement to the safety or mission-critical deelents.
As an example nearly every major product at Midtasast
be tested rigorously with static analysis tools, SWA
requires each code change to mission critical Ggifdins to

undergo thorough static analysis. Each warning and

suggestion the analyzer finds must be either fizedca

comment added to the source code describing why the

warning is unnecessary to fix.

ESA requires assurance that the safety-criticaiwaoé
developed is also dependable and robust. This ystiad
usage of static analysis tools has been recommeieded
ECSS-E-40 2B) and extensively applied. In the fipexse
of this work, static analysis tools have been tsedsess an
on-board software application in the frame of aWJVS
project. The usage of static analysis tools is laigblighted

activities.

4  STATIC ANALYSISTECHNIQUES

The static analysis tools implement different aretyv
specific techniques to achieve the required assegsan
verification objectives.

Static analysis tools verify the code without knagvior
requiring any external states to be set. Since sthtc
analyser does not know what the application ortiomds
intended to do it will not make assumptions thdeeeloper
or code reviewer might.

The techniques used in the majority of static aimljool
include:

e Semantic checking

e Strong type checking

«  Memory allocation checking

e Logical statement checking

« Interface and include problem checking
«  Safety/Security checking

e Metrics analysis

e Simulator (data generation)

*  Crawl source code

5 TOOLSEXPERIMENTATION (POLYSPACE
AND FLEXELINT)

Testing using static analysis tools can drasticatjuce a
number of bugs which may be difficult to find irabk box
testing such as buffer overrun, encoding and daoger
function usage. A quick scan with a static analymary
discover many bugs that are difficult to find big@tmeans.

This section shall describe the tools used to aealye on-
board system.

Two tools have been used for this project, Polyspéaifier
R2008a (The Mathworks) and FlexeLint 8.0 (Gimpel).

FlexeLint is a static analysis tool that checks+%3/Gource
code and finds bugs, glitches, inconsistenciespootable
constructs, dead code and much more. It looksscros
multiple modules, and so, enjoys a perspectivedhwpiler
does not have. FlexeLint is a highly customisatui¢ t
allowing the selection of individual verificationles, the
precision level of the analysis, the output forenat detail
level of the analysis reports. FlexeLint suppagtsesal
coding rules, including some MISRA C, ANSI C andR&
rules. FlexeLint is a console application and fsfram the
command line, with the possibility to be integratedeveral
IDEs.



Polyspace® products verify C, C++, and Ada code for
embedded applications by detecting run-time etvefsre
code is compiled and executed. This advanced caiiin
technology uses formal methods not only to detaors
but to prove mathematically that certain classasiofime
errors do not exist. Polyspace is a client-senaset
application, where some verifications are perforropdhe
client side (e.g. MISRA C checker) but most of dimalysis

is performed on the server side (e.g. static aisalyEhis
architecture eases the tool usage by a large Batinclient
and server applications provide a command linafaue
and GUI. Polyspace provides a dedicated application
analyse all the results generated by both cliedtssmver
applications. This data can also be exported tr dtihmats.
Polyspace is highly customisable, allowing multiple
configuration settings. Besides providing a statialysis
based on a mathematical approach, Polyspace alsdgs

a MISRA Checker that verifies subset of the rulefndd in
this standard, a data-flow and concurrency analysis

FlexeLint and Polyspace have been used to analgseft
the three modules (Application Software and Basic
Software) that constitute the Lisa Pathfinder oarho
software. This analysis has been performed usimg th
software versions used for the ISVV activity. THéore
taken to complete the activities has been categbasd
recorded for evaluation. The issues reported bysthtc
analysis tools have been checked manually, filtered
categorised according to their problem type.

Both tools have detected several issues that reduk t
addressed by the software development team. Atkethats
obtained by the static analysis tools have beewckeke
manually in order to assess the ratio betweenaindefalse
positives.

The sooner an issue is found and fixed the lesssis. Late
discovered vulnerabilities can have a high cose $ame
vulnerability, if found in early development phasesuld be
very inexpensive to fix. Most static analysis tocd& point
directly to the problematic lines of code so theettper

e Input Validation

e APl misuse

«  Safety/Security features
* Time and state

e Error Handling and FDIR
e Code quality

e Encapsulation

*  Environment effects

Since static analysis tools do not cover all tlesas, there
is a need to have complementary tools or techniajpeléed
in order to have a better verification assessment.

Static analysis tools commonly report false pas#tivihese
often take time to find in source code and to dedidhe
problem is a serious bug that needs to be fixeds,Tan
expert shall review these false positives and de€ithey
are related with problems or not. These tools shall
complemented with other tools and techniques:

e Manual code reviews allow a fresh pair of eyes to
look at a specific code to find errors or condiion
not thought of by the original coder.

« Dynamic analysis, such as code stepping with a
debugger, is a great white box testing technique
that can be used to find bugs before release time
that may not be discoverable using static analysis.

Static analysis tools will not find all the problerm the
code, nor can they ensure there will be no protaérmaill.
Like the tools used in the development, staticyaismtools
can only support the discovery of issues.

Table 1, presents some examples of the verification
provided by Polyspace and FlexeLint. Although botbls
share some verification types, they are complemeata,
therefore, not redundant.

doesn't have to track down the problem from a legbl
bug report.

The collected data allowed performing several cimhs

regarding the usage of static code analysis toaisgly cost
effectiveness, quality of results, usefulness gmlicability

of the tools, complementarities between the resoits

different static code analysis tools, relation leetw

automated code analysis and manual code inspemtion
coverage of the traditional IVE tasks.

6 TOOLSCOMPLEMENTARITIES

Static analysis tools, such as Polyspace and Rhexean

complement other development tools, and can evern

complement each other.

Verification Type Polyspace| FlexeLint
llegal pointer access Yes Yes
Non-Initialized Variables Yes Yes
Divisions by Zero Yes Yes
Unreachable code Yes Yes
Indentation not respected No Yes
Customize analysis at type level No Yes
Tasks and concurrency analysis Yes| NQ
Data Flow analysis Yes No
Shift Operations checks Yes No

As stated in [1], and defined by [2], the commaaarwhere
application security problems can occur can beritbesthby:

Table 1: Some examples of Polyspace and FlexeLint coverage



In fact, FlexeLint and Polyspace outputs are distin
FlexeLint presents a list of errors, warnings arfidrimation
messages, very similar to a compiler, while Polgspstatic
analysis results are presented as a list of lintts exrors,
lines with passible errors and lines with no eratrall.

7 LESSONSLEARNT

This section describes the lessons learnt extréciadthe
usage of the static analysis tools on a safefgariin-board
software system, as well as some generic lessanms. le

Specific lessons learnt from the usage of thecstaalysis
tools:

» Polyspace and FlexeLint are not redundant tools.

* In average PolySpace raises issues with higher

severity.

* In average FlexeLint raises more issues than

Polyspace.

» Polyspace is very sensitive to the lack of libgarie

and system files, which results in an increased

* Promote the correction of warnings that will help
make a better product only. Changing code
extensively will create newer problems.

e Static analysis tools can be complemented with
dynamic analysis tools (white box testing) and
manual code reviews. Code reviews are still very
important and can catch errors that a static analys
tool cannot, it adds a fresh set of eyes to lodkeat
code. With an experienced code reviewer, some
functional issues can be detected manually, which
would not be possible using static code analysis
tools. Dynamic analysis tools check the code at
runtime to discover problems within the source that
may be related to the environment. This can be
very important since the static analysis tool aatn n
predict system state or specific hardware
configurations.

Other dynamic analysis tools can be used to greatly
increase the value of application analysis; these
tools can include, code coverage tools, fault
injection tools, performance monitors,

Generic lessons learnt from the tools usage:

setup time before the analysis able to be run.

FlexeLint is very easy to configure and
straightforward to use in terms of setup and
analysis repetition.

Polyspace is very hardware dependent and the
analysis can be very time consuming.

schedulability tools, etc.

8 RESULTSANALYSIS

This section presents the main results obtainech fitee
usage of the static analysis tools.

The effort spent to perform the activities has beeasured
in order to evaluate their cost effectiveness. rHselts are

FlexeLint raises an enormous amount of messages presented hereafter:

(hard to verify manually). The verifications

performed must be filtered by a proper

configuration.

Tool users should learn the tool extensively,

understand how the tool works and to get the most
out of it, a professional training is recommended.

Developers should use static analysis tools during

the project life-cycle, as a supporting tool and to

Category | Description % Hours
SETUP Tool /Environment setup 18%
VERIFY Tool results verification 319
CMGMT Configuration management 1%
COORD General coordination 5%
ANALYSIS | Results compilation, pre- 21%
processing
PMGMT Project management 13%
REPORT | Work-package reporting 11%
Total 100%

enforce coding standards.

Testers should static analysis tools to find sestio
of the application with high complexity and where
bugs may be exist.

To take the most out of the static analysis tools,
these should be periodically updated (database of
known coding problems, fixing tool problems,
performance issues, etc).

Define appropriate project specific static analysis
tools, some tools allow definition of coding rules,
customisations to fit a specific project, filtering
issues, etc. More relevant issues can be found
before compilation and less false positives.

Table 2: Effort categorisation
The SETUP category corresponding to tool & envirenim
setup and configuration, and can be further ddt&ileeach
tool as presented in Table 3:

Tool Task % Hours
FlexeLint SETUP 359
Polyspace SETUP 65%

Table 3: Tools setup and configuration times
Setup time is far from being negligible, taking 18¥ithe
total spent effort. Polyspace requires extra inédion
(besides the source code) to perform any kind riffoagion.
The gathering of data (e.g. libraries, OS systeles, fi
compiler, etc) resulted in an increased setup time.



Nonetheless, the configurations performed for bmtls can
be re-used for future projects, decreasing the siehe ratio
in the overall effort and, therefore, increasing tbost
effectiveness of using static code analysis toas f
subsequent utilisations.

The total amount of RIDs (Review Item Discrepasicie
identified by both tools, including their severdyd problem
type is presented in Table 4 and Figukerbr! Reference
sour ce not found..:

Problem Typé Number of RIDs
Improvement 14
External Consistency 17
Correctness 55
Completeness 0
Internal Consistency q
Superfluous 8
Technical Feasibility d
Readability & Maintainability 13
Total 111

Table 4: Problem Types of the RIDs generated by both tools

Issues Severity

14% 18%

@ Comment
@ Minor
O Major

68%

Figure 1: Severity2 of the RIDs generated by both tools

The source code under verification by the twocstatalysis
tools was constituted by approximately 28800 playdices
of code. 111 RIDs have been raised according tsttie
verifications performed with the tools. The majoutf the
RIDs raised are code standards non-compliance$arel
been classified with “minor” severity. Most of teeRIDs
have been classified with “Correctness” problemetyp
Nonetheless, 15 RIDs have been classified as “majat
require immediate attention from the developmentte

! The presented problem types categories are defined in [3].
2 The presented severity categories are defined in [3].

9 CONCLUSIONS

Static analysis tools are beneficial to the softwanduction

and verification processes, although the way they a

deployed and used may be different. They help keep
development costs down by finding issues as ealy a
possible in the development cycle.

Static analysis tools are very good at code leigebgery of
problems and help enforce coding standards and daztgp
complexity low. Besides helping developers findisgues
the tools can also ensure future readability (raiability)
by making sure all coding standards are followedtrigs
can be generated to analyse the complexity ofdtle and
to discover ways to make the code more readabldesad
complex.

Static analysis tools are also very important ik Bttivities
since they are able to automatically detect seissags that
are usually difficult to detect by manual inspettie.g. the
fulfilment of several coding standards, verificatiof
possible buffer overflows, etc). Nonetheless, theynot
replace completely the manual code inspection gimese
tools are not able to detect functional issues &ithmetic
formula erroneously implemented, acknowledge passet
after receiving a communication that does not requi
acknowledge, etc). Nevertheless, static analysis low
the manual code inspector to focus on functionpéas
instead of trying to detect semantic issues. Bylyamp
manual and automatic code verification, thus spenelifort
for each verification, the quality and completenetshe
results are increased.

The usage of more than one tool is also recommended
although with careful planning. The selection sfadus on
tools which take different approaches to code ieatibn.
Different approaches often provide different resulhich

will bring added value to the verification activity

Throughout this paper static analysis tools havenbe
discussed in depth. These tools are today irregiitesén the
development cycle and very important in verificatio
activities. Each phase of the development cyclebesmefit
from the use static analysis tools, ultimately ltegpin a
better and safer product.
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